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UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
QUAN THANH XUAN Poc lap - Tu do - Hanh phic

Sé: (40 /UBND-VP Thanh Xuén, ngay (f> thdang 5 nam 2020
V/v canh béo nguy co mat an toan thong tin
khi sir dung img dung truc tuyén

Kinh guri:
- Cac phong, ban, don vi thudc quan;
- UBND 11 phuong;
- Cac truong hoc thude quan.

Thuc hién van ban s6 1012/STTTT-CNTT ngay 29/4/2020 ctia Sé Thong
tin va Truyén théng Ha Ni vé viéc canh bao nguy co mét an toan théng tin khi
sir dung (mg dung truc tuyén; trén co s& Thong bao sé 17/TB-BCA-A05 ngay
17/4/2020 ctia B6 Cong an vé viéc nguy co mat an ninh, an toan thong tin khi sur
dung mg dung truc tuyén (ban chup giri kém). Dé dam bao an ninh mang, an
toan thong tin khi sir dung tmg dung hop truc tuyén, UBND quén Thanh Xuén
dé nghi cac phong, ban, don vi, UBND cac phuong va cac truong hoc thuge
quan chu dong thuc hién mét s6 bién phap sau:

1. Can nghién ctru k¥ trong lua chon st dung cac ing dung, tranh cai dat,
sir dung céc img dung dang bi canh béo ton tai 16 hong, diém yéu bao mat; tai va
cai dat ung dung tlr cac ngudn chinh thdng; thuong xuyén cap nhat ban va 16
héng cua cac img dung va hé diéu hanh.

2. Khi sir dung cac tmg dung truc tuyén can str dung cac kénh, phong riéng,
c¢6 mat khau bao vé, xac thuc ngudi tham gia; khong chia sé cac thong tin vé
phong hop (ID, mét khéu, thoi gian..) trén khéng gian mang; khong tai, mo cac
tép tin, dudng dan la khong rd nguén goc....

3. Khong sir dung cac ung dung truc tuyén dé trao doi, gt nhan cac dir liéu
bi mat nha nudc, dir liéu ndi bo.
Noi nhan:

- Nhur trén;

- B/c Chi tich UBND quan;
- Luu: VP, VT.
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86: 1 2-/TB-BCA-A0S Ha N¢i, ngéy 4F thang 4 ném 2020
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§ So: ﬂ‘ifj?%[ | Y nguy co mét an ninh, an toan thong tin

khi sir dung img dyung tryc tuyén

't au ho su 50

Qua cong tac dam béo an ninh mang, B§ Cong an phat hién cic nguy co
mét an ninh mang, an toan théng tin khi sir dung cac img dung tryc tuyen, cu thé
nhur sau:

1. Hién nay, trong béi canh tinh hinh dich bénh Covid-19 dién bién phirc
tap, cc co quan, doanh nghiép, td chirc, c4 nhin da thuc hién chuyén dbi nhiéu
hoat ddng sang mdi trudng mang, st dung céc img dung online (nhu: Zoom
Cloud Meeting, Micorsoft Teams, Google Hangout, Facebook Workplace,
TrueConf Online, GoToMeeting, Join.me, ClickMeeting, eMeeting.vn...) v&i
ddy du cac tinh nang chia sé ndi dung man hinh trén mdy tinh, cudc goi &m
thanh/hinh anh truc tuyén, chia sé tai lit;u, thuyét tnnh, 1én ljch hop, hoc tép...
dé hoi hqp truc tuyen, hoc tép truc tuyen Theo thong ké truéc va sau khi phét
hién dich bénh Covid-19, chi tinh riéng Ung dung Zoom Cloud Meeting s6
lugng ngudi ding di tang tir 10 trig¢u 1én 200 trigu ngudi, véi trén 74.000 khach
hang va 13 tri¢u ngudi dung hoat dfng hang thang, 90.000 trudmg hoc trén hon
20 quéc gia dang sir dung (mg dung phuc vu hoc tép truc tuyén.

Bén canh viéc gia ting vé s lugng ngudi ding trong thdi gian gin day,
nhiéu chuyén gia, hing bio mét uy tin... da lién tiép dua ra céc cinh béo, bing
chimg vé viéc mét an ninh, an toan théng tin khi sir dyng img dung Zoom Cloud
Meeting nhu: ¥ Ung dung tu ¢ong thu thap va bi mét chia sé dir liéu ngudi ding
cho Facebook ma khdng c6 sy cho phép chia ngudi dung, ké ca nhimg ngudi
ding khéng st dung Facebook; @ Céc tin tic ding ky nhiéu tén mién gia mao
“Zoom” nhim phét t4n céc tép tin ddc hai gi4 mao tng dung lira ngudi ding tai
Vi cai dit trén thiét bj clia minh; ® Tn tai mét s 15 hdng bao mét cho phép tin
tic c6 thé d4nh cip théng tin ding nhip (théng tin c4 nhan cia 500.000 tai
khoan d bj 15 lot), chén céc lién két doc hai, chiém quyén diéu khién, thay déi,
chén cac .6i dung khéng phi hep, tin cong kiém soat micro, camera, d4nh cip
céc video truc tuyén... (02 18 hdng béo mat cia img dung Zoom Cloud Meeting
phién ban danh cho hé didu hanh Windows va hé diéu hanh MacOS dang duoc
tin tic rao ban).




2. T\r tinh hinh trén, 4 d4m bao an ninh mang, an toan théng tin khi sir
dung cdc mg dung tryc tuyén, B Cong an d& nghj céc bd, ban, nganh, dja
phuong chu déng thyce hién mét s6 bién phép sau:

™ Cén nghién ciru k¥ trong lya chon sir dung cic tmg dyng, trénh cai dit,
sir dung c4c (mg dung dang bj canh béo tdn tai I3 hdng, diém yéu bao mat; tai va

- cai dat img dung tir céc ngudn chinh théng; thudmng xuyén cép nhét ban va 13

héng ctia c4c img dung va hé didu hanh.

@ Khi st dung céc img dyng tryc tuyén can sit dung cdc kénh, phong
riéng, c6 mat khéu bio v8, xéc thyc ngudi tham gia; khong chia sé céc thong tin
vé phong hop (ID, mét khéu, théi gian .) trén khéng gian mang; khong tii, mé
céc tép tin, dudng din la khéng rd ngudn géc. ..

@ Khéng sit dung c4c tmg dung tryuc tuyen de Uao 661 gui nhén cac dir
liéu bi méat nha nude, dit liéu ndi bd.

B9 Cdng an xin théng béo./.',

Noi nhén: BQ TRUGNG
- Plc B) truéng T3 Lam I(aé béo cio); REE

- Céc ddng chi Thir trréng BCA
+Vin phéng TW Déng

- Viin phdng Téng Bi the

- Viin phong Chi tich nuée (46 phéi hop);
- Vin phong Quéc héi

- Van phong Chinh phi

- Céc b, co quan ngang bj,

co quan thuge Chinh phi

- Tioh iy, Thinh iy, UBND
céc tinh, TP tnye thuje TW

- Tda én nhén dén téi cao

- Vién kiém s4t'nhin din tdi cao
- Kiém toén nha nuéc

- Ngin hing nha nudc

- Céc Cyc, B4 Tu lénh, don vj tryc thude BS .

- Céng an céc tinh, thinh phb tryc thuge T | (46 thwe bién);
- Luu: VT, A05(P8).
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