
TL. CHU TICH 
VAN PHONG 

hi Van Khanh 

U'iT' BAN NHAN DAN 	CONG HOA XA HO! CHU NGHlA VICT NAM 
QUO THANH XUAN 	 Hoc lap - Ty. do - Hph phtic 

So: & 40 /UBND-VP 	 Thanh Xuan, ngay 	thcing 5 nam 2020 
V/v canh bao nguy ca mat an town th6ng tin 

khi sir dung img dung trkrc tuyen 

Kinh 
- Cac phOng, ban, don vi thu6c query, 
- UBND 11 phuimg; 
- Cac tnrOng h9c thu6c quen. 

Thpc hien van ban so 1012/STTTT-CNTT ngay 29/4/2020 cUa So Thong 
tin va Truyen thong Ha N6i ve viec canh bao nguy co met an town thong tin khi 
sir dung Ong dung trpc tuyen; ten co so Thong bao s6 17/TB-BCA-A05 ngay 
17/4/2020 cUa B6 COng an ye viec nguy co mat an ninh, an town thong tin khi sO 
dung Ong dung trpc tuyen (ban chup grri kern). De dam bap an ninh mang, an 
toan thong tin khi sir dung Ong dung hop truc tuyen, UBND quen Thanh Xuan 
de nghi cac phong, ban, dcm vi, UBND cac phuong va cac truong h9c thu6c 
quen chit d6ng thpc hien mot s6 bien phap sau: 

1. Can nghien ciru k-y trong lira ch9n sir dung,  cac Ong dung, tranh cai dat, 
sir dung cac Ong dung dang bi canh bao ton tai 18 hong, diem yeu bao met; tai va 
cai det Ong dung tir cac nguon chinh th6ng; thuOng xuyen cep nhet ban va 18 
h6ng cua cac img dung va he dieu hanh. 

2. Khi sir dung cac Ong dung tnxc tuyen can sir dung cac kenh, phong rieng, 
c6 met kheu bao ve, xac thpc nguoi tham gia; khong chia se cac thong tin ye 
phOng hop (ID, met kh'au, thOi gian..) tren khong gian rnang; khong tai, mO cac 
tep tin, duOng dan la khong ro nguo-n goc.... 

3. Khong sir dung cac Ong dung truc tuyen de trao d6i, gOi nhen cac du lieu 
bi mat nha rarest, du lieu not b6. 

Noi nhi)n: 
- Nhtr troll; 
- D/c Chu tich UBND pan; 
- Ltru: VP, VT. 
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BO CONG AN 	CONG HOA XA HQI CHU NGHIA VitT NAM 
D6c14 — Ti do —Hanh phut 

SO: 4 7----/TB-BCA-A05 
	

Ha Mi., ngay 	theing 4 nom 2020 

THONG BAO 
V/v nguy co mat an ninh, an town thong tin 

khi sir dung thig dyng tryt tuytn 

Qua cong tic dam ban an ninh raking, B6 Citing an phat hien cac nguy ca 
mat an ninh mang, an town th6ng tin khi sir dyng cac img dung trvc tuyen, cu the 
nhu sau: 

1. Hien nay, trong bei canh tinh hinh dich benh Covid-19 diAn bien phut 
tap, cac ca quan, doanh nghiep, to chtic, ca nhan da thtirc hien chuyen doi nhieu 
host d6ng sang rnOi trutmg mang, sir dung can img dung online (nhu: Zoom 
Cloud Meeting, Micorsoft Teams, Google Hangout, Facebook Workplace, 
TrueConf Online, GoToMeeting, Join.me, ClickMeeting, eMeeting.vn...) yen 
day dit cac tinh nang chia se n6i dung man hinh tren may tinh, cu6c goi am 
thanh/hinh anh tvc tuyen, chia se tai lieu, thuyet trinh, len Lich hop, hoc tap... 
de h6i hop,tryp tuyen, hoc tap trvc tuyen... Theo thong ke truck \di sau khi phat 
hien dich benh COvid-19, chi tinh rieng img dung Zoom Cloud Meeting se 
luting ngueri dimg da tang to 10 trieu len 200 trieu ngueri, veri tren 74.000 khach 
hang va 13 trieu ngueri dimg hog Ong hang thing, 90.000 truerng hoc ten ham 
20 quec gia dang sir dung img dung phut vu hoc tap true tuyen. 

Ben canh viec gia tang ye s6 lugng ngueri dilng trong theri gian gin day, 
nhieu chuyen gia, hang bio mat uy tin... da lien tiep dtra ra cac canh boo, bang 
chimg ve viec mat an ninh, an town tilting tin khi s* di,mg img dung Zoom Cloud 
Meeting nhu: (1)  Ling dung to d6ng thu thap va bi mat chia se du lieu ngutri ding 
cho Facebook ma khOng có stir cho phep cita ngueri dimg, ke ca &lung ngueri 
(Eng Ichong sir dung Facebook; (2)  Cac tin tan clang ky nhieu ten mien gift mao 
"Zoom" nh&na phat tan cac tep tin d6c hai gia mao *ng dung lira ngueri clang tai 
va cai dot tren thief bi cua minh; Ten tai m6t s6 18 heng boo mat cho ph6p tin 
tic có the danh cap thOng tin dang nhap (thong tin ca than cua 500.000 tai 
khoin da bi 1'6 lot), chen ode lien ket d6c hi, chiem quyen dieu khien, thay dei, 
chen cac 	dung,lchong phi hap, tan ding kiem soot micro, camera, danh cap 
cac video true tuyen... (0218 Wing bio mat cita img dung Zoom Cloud Meeting 
phien ban danh cho he dieu hall Windows va he dieu hanh MacOS dang dugc 
tin tic rao ban). 
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TUQ. BO  TRUtING 
G CUC AN NINH MANG 

G CONG NGBit CAO 
(de bao cao); 

ph6i hqp); 

g Nguyen Minh Chinh 

2. Tu tinh hinh tr en, de dam bao an ninh mang, an town thong tin khi sir 
dung cac irrig dung trvc tuyen, BO Cong an de nghj cac b0, ban, nganh, dja 
phucrng chu dOng thvc hien mOt so bien phap sau: 

(1) C'an nghien ciru ky tong Iva chin sir dung cac ting dung, tranh cai dot, 
sir dung cac img dung dang bi earth bao ton tai 18 hong, diem yeu bao mat; tai va 

- cai dot irng dung tir cac ngui:'5n chinh thOng; thuong xuyen .cap nhat bin va 18 
heng cua cac img dung va he dieu hinh. 

(2) Khi sir dung cac irng dung true tuyen can sir dung cac kenh, phOng 
rieng, c6 mat IdAu bao vg, xac thvc nguoi tham gia; IchOng Chia se cac thong tin 
ve phong hop (ID, mat khki, thoi gian...) ten khong gian mang; khong tai, m6 
cac tep tin, duerng an la khong rS nguOn 

Khong sir dung cac img dung tri,rc tuyen de trao 6i, gui nhan cac dir 
lieu bi mat nha mr&c, du lieu nOi b0. 

BO COng an xin thong 
Ncti 
- D/c BO truang To Lam 
- Cac ding chi Thir twang BCA 

Van phong TIN Ding 
- Van phOng T6ng Bi thu 
- Van phong Chtl tjch nu& 
- VAn phong Quitic h6i 
- VAn phong Chinh phti 
- Cac b6, ccr quan ngang b6, 
ca quan thu6c Chfnh phu 
- Tinh ny, Thinh uy, UBND 
cac tinh, TP trvc thu8c TW 

Toa sin nhan dan tOi cao 
- Virrn }dim sat.nhin din t61 cao 
- Kim than nha narc 
- Ngin hang nha nuerc 
- Cac Cuc, BO Tu Binh, don vi tlVc thu6c BO 
- C8ng an cac tinh, thAnh ph6 trtrc thuOc TW 
- Luu: VT, A05 (P8). 

(di tlArc hiin); 
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